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Introduction

he SAR Activity Review-Trends, Tips and Issuesis a product of continuing

dialogue and close collaboration among the nation’s financial institutions, law
enforcement officials, and regulatory agenciest to provide meaningful information
about the preparation, use, and value of suspicious activity reports (SARs) filed by
financial institutions.

This edition, Issue 6, reflects the continuing maturation and expansion of the SAR
processitself. Depository institutions are substantively improving the quality of
their SAR reporting; SARs are capturing more criminal activity as the reporting
requirements expand to additional financial industry sectors, and law enforcement
is successfully investigating and prosecuting more SAR-enhanced cases. These
efforts are resulting in better feedback to the industry so that it can contribute to
enhanced SAR reporting—a primary objective of the FinCEN network.

To better present this dynamic expansion, Issue 6 introduces a new delivery
format. The statistical data, formerly found in Section One, SuspiciousActivity
Report Statistics, and in the Appendix 1, Characterization of SuspiciousActivity
by States and Territories by Year, now appearsin acompanion product entitled
The SAR Activity Review—BYy the Numbers. The first edition of that report was
produced recently and is available on the FinCEN website, www.fincen.gov.
Future editions of By the Numberswill be produced semiannually to cover two
filing periods. January 1 to June 30 and July 1 to December 31. All editions will
be available on the FINCEN website following the end of each period, in the early
spring and early fall of each year. By the Numberswill be presented in an Excel
format to allow readers to download and manipulate the information to achieve
maximum management and compliance needs for their institution or agency.

All of the other sections formerly published in The SAR Activity Review-Trends,
Tips and Issues will be published semiannually in the spring and fall. These new

1 These include, among others, the American Bankers Association; |ndependent Community Bankers of
America; American Institute of Certified Public Accountants; Securities Industry Association; Futures
Industry Association; Non-Bank Funds Transmitters Group; Federal Reserve Board (FRB); Office of the
Comptroller of the Currency (OCC); Federal Deposit Insurance Corporation (FDIC); Office of Thrift
Supervision (OTS); National Credit Union Administration (NCUA); U.S. Securities and Exchange
Commission (SEC); U.S. Department of Justice’s Criminal Division and Asset Forfeiture & Money
Laundering Section and the Federal Bureau of Investigation (FBI); U.S. Department of Homeland
Security’s Bureau of Immigration and Customs Enforcement (ICE) and U.S. Secret Service (USSS); U.S.
Department of the Treasury’ s Executive Office of Terrorism Financing and Financial Crime (EOTF/FC),
Internal Revenue Service (IRS), and the Financial Crimes Enforcement Network (FinCEN).




issues, and previous issues of Trends, Tips and Issues dated October 2000, June
2001, October 2001, August 2002, and February 2003, will continue to be avail-
able through FinCEN’s website and in hardcopy form. Analytic reports, issue
papers, and other publications related to or resulting from information contained
in The SAR Activity Review may be published separately.

Significant topics presented in Section 1 of thisissue include the identification of
potential money laundering and terrorist financing methods involving monetary
instruments that clear through the cash letter process, potential terrorist financing
methods that can occur through coupon redemption fraud schemes, and an update
of findings related to terrorism, terrorist financing, and informal value transfer
systems (IVTS). In Section 2, SAR analysisis provided on broker-dealersin
securities—one of the newer industries now under mandatory SAR reporting.
Also included is information about on-line banking and the real estate industry.
Section 3 provides summaries of the use of SAR filingsin criminal investigations,
and Sections 4 and 5 provide important information to improve the quality of
SAR Reporting. Section 6 is anews update on various related activities affecting
the SAR program. Section 7 provides insights from one of our industry partners,
and Section 8 introduces the new Feedback Form. Our new Appendix section
provides alisting of current and previous SAR Activity Review topics with the
FinCEN website hyperlink to the specific editions. Throughout thisissue, readers
will find announcements about special Advisories and Bulletins related to emerg-
ing money laundering and terrorist financing threats and issues, which FiInCEN
recently published or is about to publish.

Your comments and feedback are important to us. Please take amoment and let
us know if the topics chosen are helpful and if our new publication processis
beneficial. We have included a feedback sheet in Section 8. Your comments may
be addressed to either or both of The SAR Activity Review project co-chairs:

John J. Byrne David K. Gilles

Senior Counsel and Assistant Director
Compliance Manager Office of Strategic Analysis
American Bankers Association Financial Crimes Enforcement
1120 Connecticut Ave., NW Network (FinCEN)
Washington, DC 20036 (703) 905-3574 (phone)

(202) 663-5029 (phone) (703) 905-3698 (fax)

(202) 828-5052 (fax) gilled@fincen.treas.gov

jbyrne@aba.com




Section 1 - Trends and Analysis

Terrorism and Terrorist Financing

he purpose of this Section isto provide financial institutions with information

relative to various aspects of terrorist financing to assist them in identifying
and reporting related suspicious activity. Issues4 and 5 of The SAR Activity
Review, SAR Bulletin Issue 4—The Aspects of Financial Transactions Indicative
of Terrorist Funding, and FinCEN Advisory Issue 33— Informal Vaue Transfer
Systems (IVTS) discussed the vulnerabilities of afinancial system to terrorist
financing. The last two editions of The SAR Activity Review provided statistical
dataand information concerning terrorist-related SARs.

FinCEN has continued to examine the SAR database to determine the extent to
which SARs have been filed by institutions that suspect certain activities may
relate to terrorism and terrorist financing. A recent review identified several
interesting trends. First, the number of SARS submitted from financial institu-
tions reporting terrorism or terrorist financing has continued to decline steadily
since the events of September 11, 2001. Secondly, of al SARsfiled referencing
terrorism, one-third were filed as aresult of names appearing on government lists
[Office of Foreign Assets Control (OFAC) or other watch lists] or Section 314(a)
Information Requests. Finally, the remaining two-thirds of all SARs reviewed
appeared to be submitted as adirect result of proactive initiatives by institutions,
which are becoming more aware of possible indicators of financial activity and
transactions by suspected terrorists and terrorist organizations. In other words,
institutions are becoming less dependent on specific lists and are identifying
suspicious activity as being potentially terrorist-related on their own. This section
will offer asynopsis of SAR statistical data for the recent review period and will
identify the general types of activities being reported in terrorist-related SARs.

The following chart represents SARs filed relating to terrorism for the 18-month
period (by CY quarters), commencing October 1, 2001 and ending
March 31, 2003.
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As shown in the above chart, the number of filings began to steadily decline after
the 4" Quarter of calendar year 2001, the three-month period directly following
the September 11™ terrorist attacks on the World Trade Center, the Pentagon, and
over Somerset County, Pennsylvania.

Listed below is additional information about the 290 SARs filed between
October 1, 2002 and March 31, 2003 (the last six months of the study) that refer-
ence terrorism and/or terrorist financing:

e Sixty-ninefinancial institutions, including five foreign banks licensed to
conduct business in the United States, filed SARs (three banks filed 155
of the 290 SARs or 53.4% of the SARsfiled).

e The suspicious activity reported in the SARs occurred in 35 states and the
District of Columbia.

e Alleged suspicious activity amounts ranged from $0 to $193 million.

e Financia institutionsindicated that 68 SARS (23.4%) were reported
directly to law enforcement. (Box 40 was checked on the SAR.)?

Eighty-four SARs (29%) filed were the result of apparent matches of names on
OFAC'slist of Specially Designated Nationals and Blocked Persons, from the
USA PATRIOT Act’s Section 314(a) Information Requests from law enforcement,
names gleaned from mediareports, or as aresult of subpoenas issued by law
enforcement. Four SARs make direct mention of compliance with Section 314(a).

The activity described in the SARs remained consistent with the activity described
in The SAR Activity Review, Issue 4 (August 2002) and Issue 5 (February 2003).
The activity included wire transfers predominantly to and from Middle Eastern

2|n situations involving violations requiring immediate attention, such as when areportable
violation is ongoing, financial institutions shall immediately notify, by telephone, appropriate
law enforcement and financial institution supervisory authoritiesin addition to filing atimely
SAR to the Detroit Computing Center. Institutions are also encouraged to use the Financial
Institutions Hotline (1-866-556-3974) established by FInCEN in October 2001 for the purpose
of expediting voluntary reportsto law enforcement of suspicious transactions that may relate to
terrorist activity.




countries; frequent use of domestic and foreign Automated Teller Machines
(ATMs); and large currency transactions.

The majority of the SARsfiled (206 SARs or 71%) were aresult of depository
institutions discoveries during the due diligence process. This denotes the first
time since the events of September 11, 2001, that a marked increase in indepen-
dent depository institutions filings occurred, i.e. without the aid of government
published lists. It isalso worth noting that, previoudly, the filings were reversed in
that 75% to 80% were filed based on government watch lists, while 20% to 25%
werefiled at the depository ingtitutions' initiative. According to information in
the SARs reviewed, several depository institutions have established internal
watch lists that alert tellers and other employees of previous suspicious behavior
by customers.

The above-mentioned SARs were filed based on one or more of the following
criteria, which the financial institution believed might be associated with terrorist
activity:

e Even dollar deposits followed by like-amount wire transfers;
e Frequent domestic and international ATM activity;

e No known source of income;

e Useof wiretransfers and the Internet to move funds to and from high risk
countries and geographic locations;

e Frequent address changes,
e Occupation “student” - primarily flight schools;
e Purchases of military items or technology; and

e Mediareports on suspected/arrested terrorists or groups.




Informal Value Transfer Systems (IVTS)

In March 2003, FinCEN issued Advisory 33,®> which provided a general overview
of informal value transfer systems (IVTS) and indicators of such activity. As part
of the Advisory, FINCEN provided instructions to financia institutions regarding
thefiling of IVTS-related SARs. The guidance instructed depository institutions
to check the “ Other” box in Part I11, Line 35(s) on Form TD F 90-22.47 and note
the abbreviation “IVTS’ in the space following the box in instances where the
financial institution had reason to believe the activity to be IVTS-related. Some
financial institutions have followed that guidance and, in doing so, have provided
valuable and more easily retrievable information to FINCEN and law enforcement
regarding VTS trends and patterns. Depository institutions should continue to
follow the guidance in Advisory 33 for reporting IV TS-related suspicious transac-
tions. Filersof Form TD F 90-22.56 (SuspiciousActivity Report by Money
Services Business), FINCEN Form 101 (SuspiciousActivity Report by the Securi-
ties and Futures Industries), and FiInCEN Form 102 (SuspiciousActivity Report by
Casinos and Card Clubs) should also follow these instructions when completing
those forms.

Parallel to the release of Advisory 33, FINCEN completed an analysis of a
sampling of SARsreferencing IVTS or IVTS-like operations. Four predominate
themes identified from those SARs are:

Unlicensed and/or unregistered money transmitters;

Hawalaor other typesof IVTS,

Black Market Peso Exchange (BMPE); and,

Evasion of the International Emergency Economic Powers Act
(IEEPA).

Ll A

Examples of the types of activities reported by institutions related to these themes
may be found in the remainder of this section.

Illegal Money Transmitter Businesses

Forty-five SARs (or 56.3 %) filed regarding unregistered and/or unlicensed money
transmitter businesses identified a variety of techniques commonly used by IVTS
operators to facilitate the transfer of funds on behalf of their customers. Many
unlicensed/unregistered money transmitters were identified by the filing institution

% See FinCEN Advisory Number 33, Informal Value Transfer Systems, at
http://www.fincen.gov/pub_main.html. Also refer to Issue 5, page 17, of The SAR Activity
Review — Trends, Tips & Issues, published by FInCEN in February 2003.




as IVTS because of the mechanisms used to conduct transactions that ultimately
ended up going through a depository institution account such as aggregation of
monetary instruments or cash from multiple sources.

Most IVTS operations are considered money services businesses (MSBs) by
virtue of the funds/value transfer services they provide to their customers.
Financial institutions often identify VTS operations when exercising effective
due diligence on customers who claim to be money remitters yet fail to provide
adequate proof that the business is registered with the Department of the Treasury
or appropriately licensed in respective states where such licenses are required.
The type of account activity exhibited by such entities also provides significant
insight into the identification of illegal and informal MSBs that may be providing
IVTS services. The SARs anayzed for this study provided a number of such
indicators:

e Useof persona accounts to facilitate the negotiation of cash and third-
party checks followed by outgoing wire transfers;

e Account activity inconsistent with the type of account held by a customer
and/or volume of activity anticipated by the filing institution (according to
the expected levels conveyed to the institution by the account holder);

e Account holder occupation inconsistent with the type and volume of
financial activity affecting an account; e.g. unemployed, housewife, etc.;

e Largevolume deposits of cash, checks, and other types of monetary
instruments immediately followed by wire transactions abroad;

e Structured cash transactions through the use of multiple transactors at
multiple branches of the financial institution where the suspect account is
maintained;

e Account holders using their personal accounts to act as possible agents of
wire remitter businesses;

e Personal accounts used as “layering” points involving wire transfers sent
into those accounts from unregistered and/or unlicensed M SBs and then
transferred abroad;

e Cashintensive businesses (for example, restaurants) providing transfer
services to groups of people by accepting cash to facilitate paymentsto
customers family membersresiding in aforeign country;




e Businesses conducting structured cash deposits and drawing checks from
their account to purchase bulk phone cards and/or stored value cards for
possible resale;

e Similarly, asubject engaged in the suspected operation of an unlicensed
MSB conducting numerous outgoing wire transmissions out of his per-
sonal account, in addition to drawing checks from his account to pay for
phone cards,

e Use of possible shell companies and multiple accounts to facilitate the
structuring of cash, deposit of money orders, and the negotiation of third-
party checks, followed by wire transfers from the accounts to high risk
countries,

e Deposits of cash into accounts and subsequent outgoing overseas wire
transfers by unregistered and/or unlicensed M SBs conducted on behalf of
expatriate workers wishing to send money back home to their families; an
account is typically maintained to service customersin one state or locale,
while the actual account holder (or an agent) conducts the remittance
transactions from another state. 1n one reported instance, foreign cruise
line employees transferred cash to an unlicensed MSB via an intermediary
who carried the cash from the ship and deposited it into the unlicensed
MSB account at a nearby bank branch on shore. The account holder was
actually located several states away and transferred the funds to an
associate in aforeign country for further dispersal to relatives of the cruise
line employees, also residing in the foreign country.

e Multiple wire transfers sent from unregistered and/or unlicensed MSBs to
benefit asingle beneficiary located in aforeign country; and

e Unlicensed and/or unregistered M SBs sending large volumes of wire

transfers to asingle personal account within the United States; transactors
in multiple states conduct cash deposits into the same personal account.

Hawala and Other IVTS

FinCEN identified 19 SARs (or 23.8 %) filed by financial institutions referencing
hawala and/or broadly indicating other facetsof IVTS. Theterm “hawala” simply




means transfer in Arabic and is commonly associated with IVTS activities that
occur in southwest Asiaand the Middle East. Since the tragic events of Septem-
ber 11™", the financial community has acquired a better understanding of hawala
and other IVTS(s) located in the United States and throughout the world, as well
as observing their nexus with bank accounts.

The following extracts were taken from SARs associated with hawala and similar
typesof IVTS-related activity:

e A wiretransfer company wasidentified as a hawalaby the filing financial
institution. The company sent alarge volume of wire transfersto an
Arabian Gulf nation.

e A financia institution identified a customer who accepted large volumes
of money orders and other monetary instruments deposited into his per-
sonal account. When questioned about the activity, the customer indicated
he provided services, through his brother residing in a south Asian country,
to local expatriates wishing to send merchandise to their familiesin their
home country. The customer further indicated he accepted payment from
his customers either by money order or cashier’s check. When his custom-
ers provided these payments, the suspect customer contacted his brother to
rel ease the merchandise to the particular family member abroad.

e A former banking employee was suspected of acting as an unlicensed
money transmitter on behalf of his brother located in a West African
nation. He would collect cash from local members of the community that
would be deposited into his personal account, followed by wire transfers to
trading companies in Asiaand North America.

e An account held by aclothing and jewelry store was identified with large
cash deposits and numerous deposits of checks and other monetary instru-
ments. Once a month, alarge wire transfer from the account was sent to a
Southeast Asian country. #

e Street vendors, all expatriates of a south Asian country, deposited cash into
accounts, from which the balances were subsequently wire transferred to a
businessman residing in the south Asian country. When further
guestioned, the street vendors indicated they were conducting this

4 The SAR author stated that sheidentified this activity based on her review of FInCEN Advisory
Issue 33, Informal Value Transfer Systems, http://www.fincen.gov/advis33.pdf.
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operation because only certain individuals could maintain accountsin the
receiving country.

e Anunregistered and/or unlicensed entity was identified as making several
large cash depositsinto its account, in addition to negotiating several
checks drawn on personal accounts from all over the country. The funds
were further transferred to atrading company located in an Arabian Gulf
country.

e Two “students’ were identified as the joint holders of a checking account.
Several checksissued from anumber of Arabian Gulf nations, including
cultural offices, were deposited into the account. Checks were also drawn
on the account made payable to other subjects, as well as other varied
types of debit activity occurring through the account.

e A money exchange entity was identified as structuring over $3 million into
an account within a one-month period. The account was set up to allow
members of alocal ethnic community to send funds to their familiesin a
Southeast Asian country.

e Two SARs, filed on the SAR-MSB form, mentioned “hawala” in the
narrative. The SARs identified a customer who visited multiple branches
of the same money transmitter service to send funds to a south Asian
country. Each transaction was under $3,000 and was forwarded to the
same payee on multiple days.

Black Market Peso Exchange (BMPE)

Six SARs (or 7.5 %) were filed on suspected BMPE operations.® Some of the
SARs highlighted emerging techniques possibly employed by BMPE operatorsto
move cash to Colombia through the use of ATMs. In addition, traditional BMPE
was also highlighted.

The type of activities revealed in these SARs include the following:

®> See FinCEN Advisory Issue 12, Black Market Peso Exchange Update, issued June 1999, (http://
www.fincen.gov/advis12.pdf) and FinCEN Advisory Issue 9, Black Market Peso Exchange,
issued November 1997, (http://www.fincen.gov/advisu9.pdf) for additional background informa-
tion pertaining to BM PE.




Several accounts maintained at afinancial institution were used to
deposit bulk cash through domestic ATM transactions. Shortly
after the deposits, numerous cash withdrawals of the funds were
initiated viaATMs in Colombia.

An account holder engaged in agricultural activity was identified as
remitting atotal of $400,000 to numerous financial institutions
located in Central America. The subject was suspected by the
filing bank as engaging in possible BMPE operations based on
secondary information received by the financial institution.

International Emergency Economic Powers Act (IEEPA)

Violations

Financial ingtitutions filed ten SARs (or 12.5%) regarding the attempted violation
of IEEPA regulations.® The detection of these violations occurred when subjects
attempted to transfer funds to OFA C-blocked countries through a U.S. financial
institution. In most cases, existing anti-money laundering programs and effective
due diligence of financial transfer requests prohibited the initiation of transfers.

Examples of some of these filings are listed below.

A SAR wasfiled on an unlicensed and/or unregistered MSB that
provided remittance services to an OFA C-blocked country located
in the vicinity of the Arabian Gulf. During the course of several
years, numerous individual s, not associated with the account, used
one personal account to facilitate deposits in various states. Funds
were then either converted to a cashier’s check or wired abroad.
Funds were transferred to the benefit of one family in an OFAC-
blocked country through agents of the remitter organization resid-
ing in neighboring countries.

A suspect attempted to cash a $60,000 check at alocal financial
institution and inquired about how thick the money would be
because she was going to mail it. Previoudly, the customer had
attempted to send awire transfer from the bank to an OFAC-
blocked country.

8 For information about | EEPA and other OFA C-related regulations, visit the OFAC website at
http://www.treas.gov/offices/eotffc/ofac/regul ations.

11
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e A customer believed to be engaged in the construction businessin an
OFAC- blocked country sent numerous wire transfers from a domestic-
based account maintained by an associated apartment leasing and invest-
ment company. Rent checks were also deposited into this account. The
financial institution believed many of the funds were sent to the OFAC-
blocked country via a European bank, as well as through the suspect’s use
of money remitters and other companies.

SAR Hilers Identity Suspicious Monetary
Instruments Clearing Through
International Cash Letters

International cash letter processing through correspondent accountsis a standard
banking service provided by some U.S. financial institutionsto foreign financial
ingtitutions.” In basic terms, an international cash letter is an inter-bank transmit-
tal letter that accompanies checks or monetary instruments (such as money orders)
sent from one bank to another internationally. Some banks that monitor their cash
letter processes for suspicious activities have identified bulk movements of
monetary instruments, which appear to be indicative of money laundering. Their
observations are consistent with several recent law enforcement casesinvolving
money laundering through bulk monetary instrument transactions. FINCEN is
monitoring this reported activity to determine if it isindicative of atrend.

Investigations and SARs filed by financial institutions have revealed that mon-
etary instruments, purchased in bulk with illicit proceeds, are sometimes cleared
through cash letters. It isimportant to note that the clearing banks are several
steps removed from the actual conversion of the illicit funds to monetary instru-
ments. Thelr ability to nonetheless identify the indicia of suspicious activity in

’In basic terms, an “international cash letter” functions as amethod of inter-bank communication
for processing transactions between banks|ocated in different countries. The communicationisin
theform of adocument (cash letter) that accompanies checks, drafts, money orders, and traveler’'s
checks. When submitted for collection by a foreign correspondent depository bank to the U.S.
clearing bank, the cash letter details the number of checks or other items sent as well as the total
dollar amount of the included items. Upon receipt from aforeign correspondent bank, the U.S.
clearing bank sends the monetary instruments for clearance or negotiation to the financial
institution(s) upon which the individual itemswere originally drawn. The foreign bank’s account
at the U.S. clearing bank will then be credited for the total amount of the cash letter.




the course of clearing these instruments suggests there may be a vulnerability at
the stage at which the instruments are actually issued (for example, sequentially
numbered monetary instruments endorsed by the same person aggregating to a
high value). Thus, monitoring of the cash letter process can yield important
insightsinto not only trends in bulk movement of monetary instruments but also
potential vulnerabilities at their point of sale.

Fortunately, both regulatory authorities and the financial industry are becoming
aware of theseissues. The banking regulatory agencies have examination proce-
dures requiring financial institutions to give enhanced scrutiny to cash letter
processing, which hasresulted in SAR filings. FInCEN’s comprehensive study of
IVTS® provided examples of suspicious activity involving the international trans-
port of monetary instruments. For example, BMPE schemes reveal narcotic
proceeds clearing through correspondent accounts via checks, money orders, and
other types of monetary instruments. FINCEN has found the SARs filed by finan-
cial institutions from their monitoring of cash letters to be valuable in identifying
such activity.

To further assist industry, FINCEN is currently conducting a comprehensive study
of SARsthat relate or refer to monetary instruments clearing through the interna-
tional cash letter process. The findings of this study will report on any patterns
and trends, as well asred flags that may be shared. It isenvisioned that the issues
raised from this ongoing research will stimulate further productive discussion
among the law enforcement, regulatory, and financial communities.

Following are some examples of activitiesinvolving bulk monetary instruments
and cash letters:

e Inacaseinvolving the Kumar hawala, the United States Attorney for the
Eastern District of New York recently charged nine defendants with
participating in the Kumar Organization’s unlicensed money transmitting
business. Kumar transmitted in excess of $32 million out of the United
States between January 2001 and May 2003. The government alleged that
in addition to illegal money transmissions, Kumar converted currency into

8 See FinCEN's study entitled “A Report to Congress in Accordance with Section 359 of the USA
PATRIOT Act, November 2002"; available on FinCEN’s website www.fincen.gov

13
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monetary instruments, including money orders and checks, and sent these
funds via courier service outside the United States. On asingle day,

May 25, 2002, Customs Inspectors at Newark/Liberty International
Airport intercepted Kumar’s courier packages destined for Canada con-
taining approximately $100,000.

e Law enforcement agentsin the San Francisco areareport that lower
volume hawalas, particularly, are sending money orders overseas for
negotiation.

e Law enforcement personnel at several major airports on the east coast
have discovered large amounts of money orders in even amounts, and
sequentially numbered, being sent regularly to acountry in the Middle
East.

Coupon Redemption Fraud

In the United States, hundreds of public and private corporations and manufactur-
ers offer coupon discounts for products sold in retail stores. Coupons are found in
newspaper inserts, magazines, mail solicitations, school and charity fund-raising
booklets, in store aisles, and through Internet sites. According to NCH Marketing
Services, which claimsto be the largest clearing and processing agent for retailers
and manufacturers worldwide, the total number of manufacturers' coupons printed
and distributed in 2001 was 239 hillion.® Legitimate coupon redemption gener-
ates billions of dollarsin transactions each year. Thereis also the potential for
criminals to abuse the coupon redemption system.

In February 2003, the United States Attorney for the Eastern District of Wisconsin
and law enforcement officials with the FBI, United States Postal Service and the
former U.S. Immigration and Naturalization Service'® announced the indictment
and arrestsin five states of 16 individuals allegedly involved in a coupon redemp-
tion fraud and money laundering scheme that resulted in losses exceeding $4
million. According to the announcement, some of the proceeds were sent to the

® NCH Marketing Services press release, dated March 15, 2002.

191n March 2003, the Immigration and Naturalization Service (INS) transitioned from the
Department of Justice to the Department of Homeland Security. Immigration enforcement
services are now the responsibility of the Bureau of Immigration and Customs Enforcement
(ICE).




West Bank and Jordan. The FBI is continuing to investigate the overseas financial
transactions and other aspects of the scheme.

As aresult of this announcement, as well as testimony presented before the House
Financial Services Oversight and Investigation Subcommittee in March 2003
concerning the possible nexus between the crime of coupon redemption fraud and
the movement of theillicit funds to countries where terrorist organizations oper-
ate,”2 FinCEN reviewed SARs submitted from financia institutions related to
coupon redemption fraud.

A search of the SAR database (April 1996 to present) revealed only two SARS
related to activity described as coupon redemption fraud.*?

e |n 1998, a bank submitted a SAR to report the deposit of a $14,290 coun-
terfeit check drawn on an account for anational coupon redemption
service. Check Fraud was listed as the violation.

e InJune 2002, alarge depository institution located in several northeastern
states submitted a SAR to report frequent deposits of large, even dollar
checksissued by a coupon redemption clearinghouse and frequent, large,
incoming wire transfers from the same originator, totaling $297,200. The
funds were credited to a persona checking account at the bank. All checks
and wires originated from an account held by the coupon redemption
clearinghouse at another financial institution which was located in the
same general area of the United States. The reporting bank had filed three
previous SARs for structured cash deposits into the same personal account
and a business account for the suspect. The June 2002 SAR listed the
violation as BSA/Structuring/Money Laundering.

To better assist financial institutions in identifying suspicious activity related to
coupon redemption fraud, the following information is being provided:

e A description of alegitimate coupon redemption process,

1 News Summary release from the U.S. Department of Justice, United States Attorney,
Eastern District of Wisconsin, dated February 26, 2003.

12 Testimony before the House Committee on Financial Services Subcommittee on Oversight and
Investigations Hearing on “Progress Since 9/11: The Effectiveness of U.S. Anti-terrorist
Financing Efforts,” March 11, 2003.

2 Three SARs were identified during the search of “coupon fraud” but the SARs reported food

coupon fraud, commonly called food stamp fraud, atype of criminal activity separate from
coupon redemption fraud.
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e A description of the activity associated with coupon redemption
fraud; and

e Examplesof the types of financial transactions which may be related to
coupon redemption fraud schemes.

The information about legitimate and illegal methods stem from various case
studies, industry information, and from Congressional testimony in March 2003
and earlier, during ahearing on “Foreign Terroristsin America: Five Years after
the World Trade Center.”** That testimony related the planners of the 1993 terror-
ist attack in New York to persons involved in coupon redemption fraud.

Legitimate Retail Coupon Redemption Process

The coupon is considered alegal obligation, an offer to consumers which contains
written terms stating the specific discount when a particular product is purchased
within a prescribed time frame. A legitimate retailer understands that a consumer
must purchase a product at the time the coupon is accepted and before the coupon
is submitted to a coupon clearinghouse for reimbursement.

A retail coupon clearinghouse is a business engaged by retailers to sort coupons
on behalf of various manufacturers. The clearinghouse pays the retailer, minus a
handling fee, for the coupon’s value. The manufacturer or its agent pays the
clearinghouse when it submits the coupons for redemption.

The legitimate process involves the following four steps:

Step 1: Registration

The owner of astore (e.g., grocery, pharmacy, convenience store, etc.) registers
with aretail coupon clearinghouse by filing a registration form to accept coupons
from consumers. The clearinghouse verifies that the store actually exists. The
clearinghouse establishes an account for the store in order to track coupon sub-
missions and make payments to the store.

14 Consumer Coupon Networks in the United States — the Terror Connection” presented by Ben
Jacobson before the Senate Judiciary Subcommittee on Technology, Terrorism and Government
Information, February 24, 1998.




Step 2: The Store

The store accepts coupons from their consumers for products legitimately sold at
the store. The store owner mails or ships bundled coupons to the clearinghouse
for processing and to receive credit for the coupons submitted.

Step 3: The Coupon Clearinghouse

Coupon clearinghouse employees receive, count and sort coupons by manufac-
turer. (Note: Some clearinghouses do not immediately sort the coupons, using
instead a weight-value formulato expedite payment to the retailer. Later, when
the shipment is counted and audited, an adjustment, if needed, will occur.) The
store's account is credited for the value of coupons submitted, minus a small
handling fee. The clearinghouse redeems the value of the coupons from the
manufacturers offering the products. A check payable to the store, in the amount
of the total coupon value, is generated and sent to the store.

Step 4: Back at the Store

The business owner receives the coupon redemption check from the coupon
clearinghouse. The coupon redemption check is deposited to the store’s business
account at the local bank.

Illegal Coupon Redemption Process

Some of the same steps found in the legitimate redemption process are
incorporated into the illegal scheme. However, as with most criminal ventures,
additional steps are found.

Step 1: Recruitment

e Thecriminal organization recruits willing business owners of generally
small, independent convenience stores or neighborhood food stores by
offering kickback payments to participate and act as a front in the scam.

e The organization may fabricate the existence of storesto claim that they
accept coupons.

e |If the crimeis committed by aterrorist organization, business owners
sympathetic to the organization’s cause may volunteer their participation
in the scheme.
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Step 2.

The business owners never see the actual coupons, only the redemption
checks.

The participating business owner registers with the coupon clearinghouse,
allegedly to accept coupons from customers to send to the clearinghouse
(infact, if astore exists, the owner may accept |egitimate coupons during
the course of hisregular operations.)

Obtaining Coupons

Step 3.

Members of the organization purchase bulk coupon inserts from recyclers,
newspaper distributors, or small newspaper stands which sell Sunday

papers.

Some participating stores that sell newspapers remove coupon inserts from
newspapers before they are displayed for sale. Theinserts are supplied
directly to the organization.

Members purchase bulk coupon certificate booklets, normally sold for
fundraising by schools and other |egitimate organizations, to access and
use the grocery coupons normally included in the booklets.

Organizations use “dumpster divers’ to sift through recycling binsand
curb recycling containersto locate and remove coupon inserts from news-
papers and magazines.

Coupon Clipping Houses

The organization staffs coupon-cutting locations (commonly referred to as
“clipping houses™) with employees who may or may not be aware of their
participation in fraudulent activities; i.e., housewives or students who are
recruited through legitimate-appearing advertisements to work part-time;
the organization advertises for and uses home-based businesses.

Clippers cut out the coupons from various mediums, and then wrinkle the
coupons to appear aged or worn (asif they have been carried around by a
consumer for awhile.)

The coupons are then sorted by product and grouped for shipping to a
coupon clearinghouse. The address, shipping information, and account
number is provided for the real or fabricated store participating in the
scheme.




e The packaged, bulk coupons are shipped to targeted coupon clearing
houses, frequently by courier rather than through the U.S. mail to avoid
Federal mail fraud statutesif the scam is discovered.

Step 4: The Coupon Clearinghouse

e Upon receipt of the packaged, bulk coupons, clearinghouse employees sort
the coupons and credit the submitting store's in-house account for the face
value of the coupon submissions.

e The clearinghouse redeems the value of the coupons from manufacturers
offering the products.

e The clearinghouse sends an audit payment in the form of a check, payable
to the store or possibly to the business owner, to the store that claimed to
have honored the coupons.

e Thecriminal organization may bribe a clearinghouse employee or place an
operative inside the clearinghouse to review and approve fictitious regis-
tration applications.

Step 5: The Store Owner

e Thebusiness owner or an employee deposits the coupon redemption
checks into the store’s business account or to the owner’s personal account
at afinancial institution.

e Subsequently, the owner withdraws the funds in the amount of the redemp-
tion checks as cash or uses the funds to purchase monetary instruments,
such as money orders, cashiers checks, etc. The cash or monetary instru-
ments are delivered to the criminal or terrorist organization, where the
owner ispaid for his services.

e Inadifferent method, the business owner may hold the coupon redemption
checksfor delivery directly to members of the criminal or terrorist organi-
zation. Middlemen, sometimes called runners, employed by the organiza-
tion, may visit participating stores to secure the redemption checks and
give the business owner his cut. The checks are subsequently negotiated at
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alicensed or unlicensed money services business for cash; used to pur-
chase money orders; or transmitted by wire, domestically or out of the
country.

Indicators of Suspicious Transactions in Coupon Redemp-
tion Fraud

While the vast mgjority of all financial transactions related to the coupon redemp-
tion process are legitimate and conducted in the normal course of business, crimi-
nals or terrorists have used the process for illicit gains, to launder money, or to
possibly fund terrorist activity.

The following financial activities may be suspicious and indicate misuse of the
coupon redemption process:

Depository Institution Transactions

Frequent deposits to a business or personal account consist of one or more
large, possibly even-dollar checks issued from coupon clearinghouses—
specifically checks issued to businesses whose size, location, or clientele
base may not support the frequency or amount of the checks. The deposits
are followed by an immediate withdrawal of the exact or similar fundsin
cash; funds are used to purchase monetary instruments (e.g. official bank
or cashiers checks, money orders or traveler’s checks); or funds are used to
send wire transfers to other domestic or foreign financial institutions. The
amount of the deposit and the outgoing funds may not be exact since the
business owner deducts his“cut” for participation in the scheme. (Note:
The currency withdrawals might be structured to evade the currency
reporting requirements of the BSA..)

Similarly, deposits of one or more checks from coupon clearinghouses are
made to business or personal accounts, followed by the immediate issu-
ance of checks from the same account in the exact or similar amounts,
payable to unknown individuals or businesses. The cycleis constant, with
outgoing checks issued consistently to the same payees.

A business owner frequently cashes checks, payable to the business or the
owner, which are issued from coupon clearinghouses. The funds are taken
as cash, used to purchase monetary instruments, or used to send wire
transfers.




e A business owner, accompanied by one or more unidentified individuals,
conducts transactions mentioned previously. The financial institution
employees observe the owner presenting cash or the monetary instruments
to the individuals.

e Frequent incoming large dollar wire transfers are sent from coupon clear-
inghouses to credit a small retail store’'s business account or the personal
account of the business’ owner. The store size, clientele size, and/or store
location is not consistent with the volume of wires received from the
clearinghouse.

Money Services Business (MSB) Transactions

e Coupon redemption checksin large, possibly even-dollar amounts, are
cashed by individuals other than the payee (perhaps a business or another
individual). The funds are disbursed as cash. The same individual negoti-
ates the checks during daily or frequent visitsto the M SB.

e Fundsfrom the cashing of coupon clearinghouse checks are used to pur-
chase money orders or to send money transmittals to financial institutions,
other MSBs, hawalas, or other VTS locations.

What to do

A financial institution that knows or suspects that a customer is conducting trans-
actions that involve proceeds from coupon redemption fraud should file a SAR.
The“Other” box in Part I11, Line 35(s) on Form TD F 90-22.47 should be marked
and “ suspected coupon redemption fraud” should be noted in the space following
the box. The narrative should aso include an explanation why the depository
institution suspects or has reason to suspect that the customer isinvolved in
coupon redemption fraud. Other types of financial institutions required to file
SARs should mark the “Other” box in the “ Type of SuspiciousActivity” section
on their appropriate SAR form, note * suspected coupon redemption fraud” in the
space following the “Other” box, and provide an explanation why the institution
suspects or has reason to suspect the customer isinvolved in coupon redemption
fraud.
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Section 2 - Other Analyses and Examples

his section of the SAR Activity Review outlines examples and patterns of

suspicious activity reported in a SAR. Financial institutions may find this
information a valuable tool in alerting themselves to trends and patterns of suspi-
cious activity discovered el sewhere.

Securities & Futures Industries SARS:
The First Quarter

Brokers or dealers in securities, one segment of the securities and futures indus-
tries, were required to report suspicious financial activity using FinCEN Form
101, also known as Suspicious Activity Reports by the Securities and Futures
Industries (SAR-SFs), beginning in January 2003.** By mid-March, atotal of 119
entities had filed 555 SAR SFs. Statistical analysis of SAR-SF datarevealed
several interesting trends and patterns, which are provided below.

Violations Types

The table below provides a breakdown of all the types of reported violations on
FinCEN Form 101 submitted by the 119 entities. (Note: The totals will exceed
the number of SAR-SFsfiled (555), because SARS can specify more than one
type of suspicious activity per form.)

B Thefinal SAR filing requirements are pending for Futures Commission Merchants &
Introducing Brokersin Commaodities. However, those industries may voluntarily file SARs
by submitting a SAR-SF.
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Percentage of Total

TYPES of SUSPICIOUS ACTIVITY REPORTED SARs SARS Reviewed
Bribery/Gratuity 4 0.7%
Check Fraud 112 20.2%
Computer Intrusion 3 0.5%
Credit/Debit Card Fraud 32 5.8%
Embezzlement/Theft 74 13.3%
Forgery 15 2.7%
Identity Theft 86 15.5%
Insider Trading 7 1.3%
Mail Fraud 4 0.7%
Market Manipulation 1 0.2%
Money Laundering/Structuring 154 27.7%
Prearranged or Other Non-Competitive Trading 2 0.4%
Securities Fraud 10 1.8%
Significant Wire or Other Transactions without
Economic Purpose 56 10.1%
Suspicious Documents or ID Presented 22 4.0%
Terrorist Financing 2 0.4%
Wash or Other Fictitious Trading 1 0.2%
Wire Fraud 23 4.1%
Other 157 28.3%
None 8 1.4 %

Violation Amounts

Reported amounts in the 555 SAR-SFs submitted by broker-dealers ranged from
$0 to as high as $5 billion.** Twelve SAR-SFs reported amounts of at least $100
million, including five filed in New York, three in San Francisco, threein lowa,
and onein Miami.

The table below provides a synopsis of the volume of SAR-SFsfiled by amounts.

16 The SAR with the largest suspicious amount was filed in January 2003 by a securities firm
located in the Midwest. An employee at aclient bank referred a man to the securities firm who
inquired about investing as much as $100 million in government securities. The man then
called aregional representative of the securities firm and left a message requesting that the
securities representative call him concerning an investment of as much as $5 billion. The man
told the firm's representative that he worked for areligious organization that did missionary
work in South American and African countries. He claimed his organization had received some
large gifts from wealthy families and wanted to purchase large amounts of short-term securities,
backed by some type of arrangement with a bank in the Far East. He said his group would not
deposit funds with the firm; rather, he wanted the firm to write trade tickets with the bank in the
Far East, which were covered by some type of |etter of credit or similar arrangement. The
securities firm told the man that they “couldn’t do business that way,” and the discussion ended.
The firm subsequently filed a SAR due to the man ’s suspi cious comments.




SUSPICIOUS AMOUNTS REPORTED SARs PngeRgtzgeevi"efwTeoéa'
Blank (no amount reported) or $0 83 15.0%
$1 — $9,999 90 16.2%
$10,000 — $99,999 228 41.1%
$100,000 — $999,999 78 14.1%
$1,000,000 — $9,999,999 38 6.8%
$10,000,000 — $99,999,999 26 4.7%
$100,000,000 and over 12 2.2%
Types of Instruments

Many types of financial instruments were involved in the suspicious activity
reported on the SAR-SFs. The following table provides a breakdown of the
instrument types. [Note: The totals will exceed the number of SAR-SFsfiled
(555), because SAR-SFs can specify more than one type of financial instrument.]

TYPES of FINANCIAL INSTRUMENTS REPORTED SARs P%ﬁg@?ﬁ:\/g\,\fe"é&'
Cash or Equivalent 276 49.7%
Other 101 18.2%
Money Market Mutual Fund 45 8.1%
Stocks 37 6.7%
None 35 6.3%
Mutual Fund 33 5.9%
Bonds/Notes 25 4.5%
Other Non-Securities 13 2.3%
Other Securities 6 1.1%
Commercial Paper 1 0.2%
Warrants 1 0.2%
Foreign Currencies 1 0.2%

Eighty SAR-SFsincluded an additional instrument description. Of these, the
most frequently mentioned were business or personal checks (39); wire transfers
(12); counterfeit or stolen checks (9); cashier’s or official checks (6); life insur-
ance policies (6); brokerage accounts (5); and debit cards (5).

Fifty-nine SAR-SF filers checked the “Market where traded” box (item 23S on the
form), but only 15 actually listed amarket. Fivefilerslisted “over-the counter,”
while three listed the N.Y. Stock Exchange; two listed ASE (American Stock
Exchange); two listed NASD (National Association of Securities Dealers); two
listed CINN (Cincinnati Stock Exchange); and one listed NBB (Over the Counter
Non-Bulletin Board). One SAR specified “precious metals’ under commodity

type.
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Information Reported by Financial Institutions

Six banks and 113 other entities, including at least three foreign bank subsidiaries,
in 30 states and Puerto Rico, filed SAR-SFs. Other branches of these filers were
found in 11 additional states and the District of Columbia (D.C.)—resulting in
suspicious activity being noted in 41 states, D.C. and Puerto Rico. The States of
New York, Washington, and California had the highest volume of reporting
institutions for both categories.

STATES of FILING INSTITUTIONS  SARs OTHER REPORTING BRANCHES SARs
Alabama 4 | Alabama 5
Arkansas 1 | Arkansas 2
Arizona 1 | Arizona 8
California 45 | California 60
Colorado 8 | Colorado 15
Connecticut 5 | Connecticut 7
Delaware 2 | District of Columbia 3
Florida 10 | Delaware 2
Georgia 2 | Florida 33
lowa 6 | Georgia 19
Illinois 3 | Hawaii 4
Kentucky 1] lowa 5
Massachusetts 9 | lllinois 12
Maryland 6 | Indiana 3
Maine 1 | Kentucky 2
Michigan 29 | Louisiana 1
Minnesota 12 | Massachusetts 10
Missouri 15 | Maryland 11
North Carolina 14 | Maine 1
Nebraska 20 | Michigan 8
New Jersey 43 | Minnesota 7
New York 228 | Missouri 12
Ohio 1 | North Carolina 14
Pennsylvania 14 | Nebraska 17
South Carolina 1 | New Hampshire 2
[Tennessee 1 | New Jersey 24
Texas 5 | New Mexico 1
\Vermont 1 | Nevada 6
\Washington 57 | New York 131
\Wisconsin 9 | Ohio 3
Puerto Rico 2 | Oklahoma 1

Oregon 1

Pennsylvania 20

Rhode Island 1

South Carolina 1

Tennessee 7

Texas 22

Utah 1

Virginia 4

Washington 60

Wisconsin 6

West Virginia 1

Puerto Rico 2
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Subject Information

Most SAR-SFs (320 or 57.7%) did not specify an occupation for the subject. The
occupations listed on the SAR-SFs are grouped into categoriesin the table below.
(Note: Since some SARSs have multiple subjects, the total will exceed 555.)

Percentage of Total
OCCUPATION SARs | T aamie
Unknown / Unemployed / None Listed 320 57.7%
Business 59 10.6%
Professional 35 6.3%
Investment 32 5.8%
Administrator 22 4.0%
Retired 16 2.9%
Mortgage / Finance / Pawn 15 2.7%
Self-Employed 13 2.3%
Property 13 2.3%
Homemaker 13 2.3%
Service Workers 12 2.2%
Banking 10 1.8%
Health 9 1.6%
Administrative / Clerical / Customer Service 7 1.3%
Information Technology 5 0.9%
Student 4 0.7%
Art / Music / Athletics 3 0.5%
Farming / Ranching 2 0.4%
Non-Profit 1 0.2%

Online and/or Internet Banking

Recently, FinCEN conducted a study of SARsrelated to Internet and/or online
banking. These SARs often used the terms, “online” and “Internet” interchange-
ably. For example, abank may state that a customer conducted transactions via
Internet banking, rather than specifying that the customer transacted through the
bank’s online facilities.

A search of the Suspicious Activity Reports Query System resulted in 776 *hits.”
The research was conducted for the period April 1, 1996 through April 18, 2003.
As evidenced from the chart below, the volume of SAR filings that discussed
online or Internet banking increased considerably. One reason for the increase
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may be the addition of “Computer Intrusion” as a specific violation type, which
was incorporated into the depository institution SAR Form (TD F 90-22.47) in
June 2000.

300+ =

250+

200+

150+

100+

|slsisis
0 D.q.ﬁ—l-

1996 1997 1998 1999 2000 2001 2002 2003*
* Through 3/18/03

Statistical Overview

A total of 291 separate financial institutions, including six foreign banks licensed
to conduct businessin the United States, filed the above-mentioned 776 SARSs.
The SARswerefiled in 47 states,'” the District of Columbiaand Puerto Rico. The
five states with the most filings were: California (145 or 18.7%), Texas (80 or
10.3%), New York (55 or 7.1%), Florida (52 or 6.7%), and Ohio (30 or 3.9%).
Those five states filed 362 or 46.6% of the SARsin this study.

The 776 SARsidentified 983 violations.’® The most frequently cited violationswere:

Other — 198 SARs or 20.1%

Check Fraud — 190 SARs or 19.3%

Computer Intrusion — 160 SARs or 16.3%
BSA/Structuring/Money Laundering — 145 SARs or
14.8%

5. Counterfeit Check — 78 SARs or 7.9%

AW PE

Violation amounts ranged up to $82.3 million. Twenty-two SARs exceeded
$1 million.

7 SARs were not filed in Mississippi, Rhode Island and Wyoming.
18 SARs may cite no violation, one violation or multiple violations.




SARs filed by or about Internet Banks

Four Internet banksfiled 17 SARs. At first glance, this may seem like arelatively
small number of banks aswell as SARsfiled. However, approximately 40 Internet
banks operate in the United States, as opposed to 20,000+ brick-and-mortar banks and
credit unions currently conducting business across the country. Before the rapid rise
and fall of the dot-coms, there were approximately 60 Internet banks.

Financial institutions across the United States detected that many transactions were
conducted through Internet banks. Sixty-eight SARs mentioned this type of activity.
The common types of violations reported in SARs referencing Internet banks were:

Check Fraud
Counterfeit Check

BSA/Structuring/Money Laundering
| dentity Theft

Credit Card Fraud

Other: Unauthorized ACH Debits
Check Kiting

Internet Service Providers (ISP)

Internet Service Providers (ISPs) for banks offer their clients valuable services. 1SPs
can maintain a close watch on the websites they provide to banks, detecting intruders
who are trying to deface, tamper with, or hack into their opera